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Abstract – Many schools, businesses and even 

governments have shifted to digital platforms and 

digital solutions since the COVID-19 pandemic. 

However, public awareness of cybersecurity and 

cyberattacks remains low. As the public rapidly instals 

remote systems and networks to enable online learning 

and remote working, cybercriminals are utilising a 

rising number of security breaches to steal data and 

make profits. In this paper, an effective method is 

proposed to educate users in the field of cybersecurity 

through mobile applications for their benefits. This 

study will adopt the stratified sampling method, and 

quantitative research of questionnaire will be the data 

collection method. The public will be the target user, 

with 120 respondents involve. In conclusion, this 

research paper would examine how to benefits users 

with knowledges about cybersecurity through mobile 

applications. The future recommendation for this 

proposed system is to provide an interface for users to 

ask questions and discuss their troubles with 

cybersecurity experts. 

 

Index Terms – COVID-19, Cyberattack, Cybersecurity 

Education, Mobile Application 

 

1.   Introduction  

Coronavirus disease 2019 (COVID-19) is an 

airborne contagious disease that has afflicted millions of 

people worldwide and continues to claim thousands of lives 

every day [19]. With regard to the COVID-19 pandemic’s 

infectious impact, economies are starting to implement 

various actions to reduce infections due to national 

lockdowns with restrict movement and inactivating 

economic activity to those who provide important services 

[16]. Therefore, the use of online technologies such as cloud 

computing, Internet of Things (IoT), high-speed data 

networks, and software applications has greatly expanded. 

Many people and businesses rely on technology to continue 

their lives and businesses [10]. Businesses are speeding up 

their digital transformations, and cybersecurity has become 

a big problem. The use of technology brings more problems 

and threats in cybersecurity. Organizations will have to deal 

with increasing security demands as the likelihood of 

cyberattacks rises [6]. The increase and growth of 

cyberattacks shows a lack of awareness. Therefore, it is 

necessary to be aware of these cyberattacks and privacy 

concerns that can lead to negative outcomes in order to 

prevent or avoid them.  

This proposed solution is a new perspective and 

approach that can help educate people on cybersecurity 

through the use of mobile applications. This will increase 

awareness of cyberattacks while getting the latest 

information on cyber security. This study explains research 

into mobile applications that can collect cybersecurity 

information and then provide that information to users, and 

even provide them with training. Therefore, it is more 

convenient, time-saving and useful for the users. 

 

2.   Literature Review 

2.1   Domain  

2.1.1 Cybersecurity education and cyberattack 

awareness 

The practise of securing digital devices and data 

is known as cybersecurity. According to Cybersecurity and 

Infrastructure Security Agency, cybersecurity is defined as 

the art of protecting data, devices, and networks against 

unauthorised access, as well as the practise of assuring 

information confidentiality and integrity [3]. It provides 

understanding on how to secure digital assets from attacks 

and how devices interact in the digital age [4]. Many 

protections, such as firewalls, access controls, and antivirus 

can be used to secure resources, but the human factor is 

always present in cybersecurity. Most cyberattacks and 

threats are carried out due to human behaviours and 

attitudes. The increase in remote working and learning 

requires greater attention to cybersecurity due to greater 

cyber risks [2]. A SonicWall report found that the rate of 

cyberattacks has risen by 232% in 2021 since 2019 [17] and 

Google blocks around 100 million phishing emails every 

day [9]. Not only that, the pandemic has provided 

opportunities for cybercriminals to carry out ransomware 

attacks, DoS attack, malware and more. According to a 

global study of IT security specialists, data exfiltration and 

leakage have accounted for the majority of cyberattacks 

since the COVID-19 epidemic. Phishing emails are also 

becoming more common and following by takeover of 

account as in Figure 1.  
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Figure 1: Types of Cyberattack against Number of Victims 

[18] 

Although cybersecurity is one of the most 

serious focus points facing organizations today, public 

awareness and understanding on it are still low. Despite the 

fact that nearly most of the people has heard about 

cybersecurity, people’s behaviours do not reflect their 

awareness. Cyberattacks on assets can be caused by a lack 

of cybersecurity understanding and a disregard for 

recommended procedures [2]. Based on Cybersecurity and 

Infrastructure Security Agency, it is found that 

cybersecurity is critical since it protects all types of data. 

Therefore, in this research, cybersecurity education and 

public awareness of cyberattacks will be focused. 

 

2.1.2   Mobile application 

A mobile application, usually referred to as an 

app, is software that runs on mobile devices. Mobile 

applications are regularly used to offer services that are 

comparable to those available on a computer. These 

applications behave similarly to small software with limited 

capability in order to deliver the greatest user experience 

and services. According to an eMarketer report, the amount 

of time spent on mobile applications on devices has climbed 

dramatically in recent years. While, the amount of time 

spent on mobile devices using the browser was not 

significantly different as shown in Figure 2. 

 

Figure 2: Average Daily Time Spent on Apps VS Browser 

[20] 

The pandemic of COVID-19 has altered how 

people connect, conduct business, and consume media. 

However, as individuals utilise their phones for many 

purposes, the mobile app business has seen significant 

growth. In the third quarter of 2020, Google Play witnessed 

28.3 billion new application instals, up 31% from 21.6 

billion at the same time of 2019 can be seen in Figure 3. 

 

Figure 3: Global Downloads of Mobile Apps and Games 

[15] 

The social platforms shown in Figures 4 and 5 

can greatly influence the public due to large number of users 

[15]. When it comes to global events like cybersecurity, 

mobile applications seem to play a critical role in spreading 

global or local awareness. Therefore, in this research, the 

use of mobile applications created for the public will be the 

proposed solution. 

 

Figure 4: TikTok 

 

 

Figure 5: Facebook 

 

2.1.3 Cybersecurity education and awareness on 

mobile applications 

The internet is no longer a remote medium since 

it has gotten integrated into our daily lives. Many of these 

opportunities are available through game-based learning. 

For example, gradually improve skills by immersing 

individuals in real-life simulations. It is more enjoyable and 

learnable through play than it is through theory or other 

sources. Games with a purpose other than pure amusement 

are referred to as game-based cybersecurity education. It 

allows people to practise in a secure and enjoyable 

environment and thus, develop their cybersecurity skills and 
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prevent cyberattack [5]. Not only that, students also able to 

practice their cybersecurity skills and learn about 

cybersecurity education through the game-based 

cybersecurity learning mobile applications as shown in 

Figure 6.   

 

Figure 6: Cybersecurity Learning Game-Based 

Application [7] 

Besides, there is also cybersecurity learning 

mobile application with theory and latest information. 

However, there are not many journals articles on 

cybersecurity education covering both practical and 

theoretical aspects. Therefore, it can be concluded that an 

effective method to increase knowledge and awareness in a 

practical and theoretical way of cybersecurity through 

mobile applications should be created as proposed in this 

research. 

 

2.2   Similar System 

2.2.1   Learn Cybersecurity 

Learn Cybersecurity is a mobile application that 

provides knowledge in the field of cybersecurity. The 

application includes explanations of security concepts, 

quizzes, technical questions, and latest information features. 

Users will be able to gain knowledge about cybersecurity in 

a theoretical way. However, the “entertainment” section is 

not for users to practice, but it is a suggestion of movies 

related to cybersecurity knowledge. 

 

Figure 7: Learn Cybersecurity Functions 

2.2.2   The Defence Works 

The Defence Works is a game-based 

cybersecurity learning application. Through the app, users 

can virtually experience a scenario as such in Figure 8 and 

choose the solution. When the user chooses correctly, they 

will get scores. As shown in Figure 9, the higher the score, 

the higher the level of users.  

 

Figure 8: The Defence Works Scenario 
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Figure 9: The Defence Works Level 

 

2.3   Comparison Table  

 

Table 1: Similar System Comparison Table
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Table 1 shows systems with similar characteristics and 

components to the system proposed in this research. 

Features considered are cybersecurity education, awareness, 

practical skills, quizzes and workshops. Furthermore, it 

must also be a mobile application and users can download 

it for free. 

 

2.4   Conclusion  

In short, not all similar systems above have the 

features mentioned in Table 1. Therefore, a mobile 

application will be created to allow users to get more 

information. Despite the fact that several applications have 

been developed to solve these issues, there are still gaps. 

Most applications do not have both theoretical and practical 

components, instead, they only have one, either theoretical 

or practical component. The system will need to have the 

features to educate and aware users with cybersecurity 

concepts, even provide the user with practical trainings. 

Therefore, study on another approach to educate users with 

the help of mobile applications to increase their level of 

understanding and awareness on cybersecurity would be 

highly beneficial to the public. 

 

3.   Problem Statement 

For a long time, awareness of cybersecurity 

among people including organizations was very low [13]. 

During the COVID-19 pandemic, the ranks of Internet users 

have grown rapidly. Not only students using the internet and 

mobile technology for online learning [1], but employees 

are also similarly mandated to practice working remotely 

using modern technologies too [11]. The COVID-19 

pandemic has boosted the speed of digitization, resulting in 

new highs in cybercrime and a significant rise in 

cyberattacks [12]. Cyberattacks such as malware, DDoS 

attacks and malicious websites threaten general public 

physically and mentally [8]. There are many applications for 

the public to learn cybersecurity techniques and skills, and 

there are even game-based apps. However, these 

applications are more inclined to allow the public to learn in 

practical ways, rather than knowledge-based ones, such as 

explanations and illustrations. Not only that, but the 

applications also lack with the latest news about 

cyberattacks [14]. Throughout the pandemic, despite the 

resources available, insufficient attention has been paid to 

cybersecurity and cyberattacks. As a result, researching 

another approach of providing cybersecurity education and 

awareness through mobile applications will be beneficial to 

the general population.  

 

4.   Aim and Objectives 

Aim: 

This research aims to raise awareness of cyberattacks and 

provide cybersecurity education through mobile 

applications since the COVID-19 pandemic.  

 

Objectives:  

i. To support users with cybersecurity education 

ii. To collect information on the latest cyberattacks 

iii. To provide updates on cybersecurity trends or 

notifications of any cybersecurity-related workshops 

 

5.   Research Significance 

The findings of this research will severally contribute to the 

cybersecurity knowledge of public through mobile 

application. Users not only be able to practically learn the 

techniques and skills, but they can also access to the 

cybersecurity education, and even obtain the latest trends 

and incidents happened about cyberattacks daily. Armed 

with this information, they can understand the modus 

operandi of cybercriminals thereby protect themselves and 

their assets from cybercriminals. Besides, this study will 

provide researchers with some insight into the potential of 

using mobile application to help increase the cybersecurity 

education and awareness among public. Thus, a mobile 

application with these functionalities can benefit the 

application’s users. 

 

6.   Research Methodology 

6.1   Target users 

The target users in this research paper are general 

public. Regardless of gender or age, the public will be 

involved as everyone should be aware of cybersecurity.  

 

6.2   Sampling method 

The sampling method will be stratified sampling. 

The public is divided into several different subgroups or 

known as strata based on their characteristics such as gender 

and age group. The male will be divided into each age group 

from the 10th to the 40th generation, the same will be 

divided for the female. Each stratum will select 15 

respondents to participate in the questionnaire. A total of 

120 respondents were involved, including 60 male 

respondents and 60 female respondents. 

 

6.3   Data collection method 

To effectively carry out this research paper, a 

quantitative approach has been conducted to determine the 

usefulness of mobile applications in the field of 

cybersecurity. It will involve a short survey that include 

cybersecurity related questions such as the public’s own 

level of understanding of cybersecurity and their awareness 

on cyberattacks. This paper chooses questionnaire as the 

survey method because the number of confirmed cases in 

the pandemic is still above a certain level. Therefore, online 

meetings or face-to-face interviews are still difficult to be 

held. As a result, using a quantitative approach, it is 

preferable to utilise a questionnaire as it saves more time 

and is easier to disseminate among the population. In the 

questionnaire, it will consist of 6 multiple choice questions 

and 4 Likert scales ranging from 1 to 5 questions. In order 

to conduct the research more efficiently, Google Forms will 

be used as the platform for the questionnaire, and the URL 

link will be spread to the public through any platform. The 
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questionnaire will be clearly remarks in the Google Forms 

on no participant’s details will be collected as it is 

confidential. A conclusion can be drawn from the results of 

questionnaire to summarize the level of cybersecurity 

education of public. In the end, the effectiveness of 

proposed solution can be determined from the data collected. 

 

7.   Overview of Proposed System 

 

Figure 10: Use case diagram of the Cybersecurity 

Education and Awareness System 

Figure 10 shows the use case diagram for the 

Cybersecurity Education and Awareness System. In this 

system, users can search for cybersecurity education. They 

will be able to gain knowledge about attacks, including how 

it happens, and through what techniques it happens, etc. 

After users have mastered this knowledge, they can test 

their understanding of the topic with a quiz provided. If the 

user answers some of the questions incorrectly, the correct 

answers and explanations will be given. Admins are 

responsible for providing education, including knowledge 

and quizzes. 

Next, users will be able to keep up to date with 

the latest news and trends in cyberattacks. Only any 

cyberattack incidents officially announced by the 

organization will be processed and released by the admin in 

a timely manner so that users do not receive incorrect 

information. By understanding the latest trends in 

cyberattacks, they will understand the modus operandi of 

cybercriminals to protect their assets from attack. Not only 

that, but users can set up to get notified via their mobile 

devices if any latest news is released. 

Moreover, users can discover and participate in 

any workshop or seminar in the field of cybersecurity 

through this system. The administrator will be in charge of 

keeping the details of workshops or seminars up to date. 

Lastly, users can practical their cybersecurity skills to avoid 

being attacked by cybercriminals, as admins will generate 

training for them. 

 

 

 

8.   Conclusion  

By implementing the mobile application, the 

system can provide users with useful cybersecurity 

information. Users have been educated through the 

information, quizzes, latest news, and training provided in 

the applications. Thus, users can protect themselves from 

cybercriminals and avoid being attack from any method or 

technique as there is an increase in cyberattacks post 

COVID-19 pandemic. Therefore, the cybersecurity 

education will be slowly improved and cyberattack 

awareness will increase if the users utilise this mobile 

application. 
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