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Abstract - The browser built-in password manager makes it simply 

for user to manage their password credential. The purpose of this 

research is to propose a cloud-based browser password manager 

with using the browser extension and aim to achieve a high level 

of security. This study will employ data tokenization function to 

save password credential data. The methodology of the study will 

be carried out using survey and stratified sampling. Moreover, the 

target user will be those who using browser. In conclude. The 

research paper would be discussing the security of the browser 

password manager including the build-in and third-party 

extension and the reason of implementing the tokenization 

technique into the browser password manager. The future 

research for this proposed system is where implementing the 2FA 

or OTP feature to replace the manually entering if master 

password. 

 
Index Terms - Browser build-in password manager, Password 

manager extension, Tokenization 

 

1. Introduction  

The password manager providing the service of creating, 

storing, deleting and auto-filling password into the specified 

application for user. The majority of the user tend to re-apply 

the password across the other website due to the convenient and 

easy to remember. Yet, with the convenience of password 

manger, the user began to implement stronger and longer 

passwords and keep the password credential in the password 

manager without concern of memorizing it. In fact, with the 

research of  [1] do confirm that the password manager help the 

user reduce the duplicating password across the several website. 

Oftentimes, the browser such as Google Chrome, Mozilla 

Firefox, Edge and Opera will pop-out a prompt to ask the 

browser user whether to save the password, that is browser 

built-in password manager. Thru, it is one of the best 

approaches to assist users better manage their website password 

credentials [2]. The browser built-in password manger stores 

the password in the database cloud with applying various type 

of encryption, include SHA-1, AES-256, 3DES and OS [3]. 

 

2. Literature Review 

2.1 Research Domain  

2.1.1 Browser Password Manager  

Browser password manager divided into two type which is 

browser build-in password manager and Brower extension 

password manager. According to [3] who did an extensive 

study on password manager security stated that most of the 

browser built-in password manager rely on the device’s 

operating system to encrypt the password vault. Therefore, by 

stealing the user mobile devices the attacker is able to obtain 

the password vault [4]. Based on the research of [5] and [6] had 

proposed a similar technique to protect the password vault by 

using the hashing technology such as SHA 256 that provide one 

way process that is non-decryptable. Yet, the research of  [7] 

had launched an attack where the SHA 256 hashing can be 

attacked in 277.8 millisecond with 16 length of input. 

Nonetheless, the superiority of [5] researcher is where it 

implemented the zero-knowledge protocol, high secure 

cryptography which make the password vault more secure.  

 

Moreover, the study of [3] mentioned that the majority of 

browser extension password managers do not support 

synchronization, which is one of the issues that leads to the user 

reusing the password. On top of that, the LastPass password 

manager supports synchronization, and the researcher [8] 

successfully exploited the LastPass password manager's 

extension permission by importing the malicious extension into 

the browser that contained the consolidation techniques, 

resulting in the LastPass extension successfully consolidating 

with the malicious extension. 

 

As the [7] proofs that the hashing techniques does not secure as 

expected and the browser built-in password manager has an 

extremely weak password vault that can easily be attacked. 

Therefore, in this research the security of password vault and 

synchronization of the password manager will be in concern 

and be solve by using tokenization vault and isolating the 

extension correctly to prevent the malicious extension attack. 

The zero-knowledge protocol will be implemented to the 

tokenization vault in order to increase the security of vault. 

 

2.1.2 Tokenization 

Tokenization is the process of replacing confidential data with 

non-sensitive token data, which are a string of numbers with the 

same format as the confidential data, but no significance and 

de-tokenization is the process of returning the tokenized 

confidential data [9]. Yet, the de-tokenization can only process 

by the original tokenization system [10].  

 

Moreover, there is two-type of tokenization service which is 

centralized tokenization and distributed tokenization [10]. In 

the distributed tokenization service where the token requestor 

(TR) can be generated in various token server provider (TSP), 

which the process is faster than the centralized tokenization 

service that required the TR generate the token through the only 

TSP. The TSP provide the service of tokenization, de-
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tokenization and validation of the token data integrity and 

origination token and validation with cryptograms [11].  

 

Additionally, there is three-type of which is word tokenization 

that splitting the confidential data into one piece of word, 

character tokenization that splitting the sensitive word or 

sentence into one piece of alphabet and sub-word tokenization 

that splitting between the word and character [12]. Based on the 

research of [9] stated that with the open-source sub-word 

tokenizer, SentencePiece, it help to develop the end-to-end and 

language independent system. 

 

Moreover, based on the research of the tokenization technique 

[13] had implemented in various market and most the countries 

government such as Argentina, Iran and Spain had also utilized 

the tokenization techniques to store the assets into database. 

Based on the journals that has been written [14] [11] [10], the 

tokenization framework had widely implemented in the online 

e-wallet payment. The [4] had proposed a password 

management with using tokenization as the decoy password. 

Therefore, it shows that the tokenization techniques are secure 

as it implemented in the online payment [4].  

 

As the tokenization is mainly utilized in the online payment, 

therefore it shows that the tokenization method is way secure. 

As in the present browser password manager, most of the 

password database is utilizing encryption method instead of 

tokenization method. In short, the tokenization method of 

saving browser password credential with the sub-word 

tokenizer and decentralized tokenization service will apply in 

this proposed system. 

 

2.2 Similar System  

2.2.1 1Password  

1Password is a password manager application which support 

the operating system including Mac OS, iOS, Windows, 

Android, Linux and Chrome OS. Additionally, the 1Password 

password manager offer the packages for personal, family, 

business, and teams [15].  

 
Figure 1: Logo of 1Password[15] 

In term of the safety and privacy of the user’s password 

confidential, 1Password has implementing the AES-256-bit 

encryption techniques to save the password credential into the 

password vault. Moreover, PBKDF2-HMAC-SHA256 had 

applied for key derivation which makes it harder for attacker 

repeatedly guess the password. The 128-bit secret key had 

applied and act as another level of security and it is created on 

the user’s devices, thru the 1Password have no right to access 

and record it. The purpose of the secret key is to protect the 

password credential off the user’s devices, and it used to 

combine with the user’s password credential that had been 

stored in the 1Password [15].  

 

 
Figure 2: Example of secret key in 1Password [15] 

The 1Password secures the user’s password credential with a 

master password and the master password can verify with using 

the two-factor authentication (2FA) and biometric access. 

Therefore, the user would just need to remember the master 

password in order to unlock the other application’s password. 

On top of that, the 1Password having the password generator 

that suggest the user with a stronger password that contain 34-

character [16].  

 

Beyond that, 1Password offer the outstanding feature that 

difference than other password manager which is travel mode, 

emergency kit, and watchtower. The watchtower vulnerability 

alert notifies the user when the website has been hacked. The 

emergency kit feature is useful when the user forgotten the 

master password as this feature will be provided when the user 

first sign in. The travel mode is useful when the user had lost 

the devices, the 1Password will lock the devices password vault 

[17].  

On top of the extension feature, based on the review of the 

1Password user on Firefox browser [18], the extension would 

needs to run simultaneously with the 1Password application and 

the synchronization in the browser extension is not stable 

enough. 

 

2.2.2 RoboForm 

The RoboForm is a password manager software application and 

it support the feature of browser extension along with the 

synchronization. The operating system that the RoboForm 

supported such as Windows, Mac, iOS, Linux and Android. 

Moreover, the RoboForm provide the package of personal, 

family and business [19].  

 
Figure 3: Logo of RoboForm [20] 

On the subject of saving password credential in the cloud 

password vault, the RoboForm encrypt using the AES256 bit 

encryption with PBKDF2 SHA256, 4096 iterations in all 

stages. On top of that, the decryption process will be held on the 

local devices, therefore the decryption key will never hit to the 

RoboForm server [21].  

 

In the security concern, the master password is encrypted with 

the secret key and the master password will not be saved into 

the RoboForm server, instead, it will be saved in user’s local 

devices. The master password of the RoboForm is encrypt using 

the AEX, BlowFish and 3DES encryption. Nonetheless, in case 

the user had forgotten the master password, the RoboForm 

admin could help to reset the master password. The RoboForm 

also allow the provide the multi factor authentication option 
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such as two factor authentication (2FA) and one time password 

(OTP) which adding extra layer of protection to the RoboForm 

account. It also provides the generate unique password feature 

and audit the user’s password strength feature. Additionally, the 

user can enable the biometrics or touch ID feature in order to 

login into the RoboForm [20].  

 

Moreover, the RoboForm also provide the online auto filling 

checkout form. In such, the user will have to predefine the 

details of the information in the RoboForm application and 

when navigate to the website that required the user to fill up the 

identity form, the user will just have to click on the button for 

auto filling [22]. 

 
Figure 4: Online Auto Filling Checkout Form [22] 

2.3 Comparison Table 

Features 

 

1Password RoboForm Proposed 

System 

Synchronizat

ion within 

Browser 

Yes Yes Yes 

Auto 

Generate 

Password 

Yes Yes No 

Auto Filled 

Password 

Yes Yes Yes 

Extension Run 

simultaneou

sly with 

application 

Run 

simultaneou

sly with 

application 

Manage 

password 

credential 

via 

extension 

Way to 

Verify 

Master 

Password 

2FA and 

password 

2FA, OTP 

via email 

and SMS 

and 

password 

Password 

Encryption 

for password 

credential 

AES 256-

bit, 128-bit 

secret key 

and 

PBKDF2-

AES256 bit 

Encryption 

with 

PBKDF2 

SHA256, 

Sub-Word 

Tokenizer 

and 

Decentraliz

ed 

HMAC-

SHA256 

key 

derivation 

4096 

iterations 

Tokenizati

on Service 

Special 

Feature 

Travel 

Mode, 

Emergency 

Kit, and 

Watchtower 

Online Auto 

Filling 

Checkout 

Form 

None 

Targeted 

Customer 

Personal, 

Family, 

Business 

and Team 

Personal, 

Family and 

Business 

Personal 

Supported 

Operating 

System  

Mac, iOS, 

Windows, 

Android, 

Linux, and 

Chrome OS 

Windows, 

Mac, iOS, 

Linux and 

Android.  

None, user 

will 

manage 

through 

browser 

extension 

Browser 

Extension 

Supported  

Safari, 

Firefox, 

Chrome, 

Brave and 

Microsoft 

Edge. 

Major 

browsers, 

including 

Microsoft 

Edge, 

Google, 

Bing, Yahoo 

and Firefox 

Safari, 

Chrome, 

Firefox and 

Microsoft 

Edge 

Pricing 14-day free 

trial and 

paid [15] 

14-day free 

trial and 

paid [20] 

Free 

 

3. Problem Statement 

An interview had been carried out by [23], most of the user who 

utilized the browser-based password manager were motivated 

by convenience and unaware of the threat. Yet, as mentioned in 

the study by the [5], the encrypted password stored by the 

browser-based password manager are vulnerable and easy to 

attack, which the attack can decrypt the password and logging 

into the victim account without entering a master password in 

Firefox and Opera. Based on another research that had been 

driven by [3], majority of the browser password managers, 

including as Chrome, Firefox, and Opera, save the password in 

an SQLite database, which is a local data storage for particular 

application. The encryption used by the Chrome and Opera is 

an Operating System (OS) encryption whereas the Firefox 

browser storing and encrypting the password with Secure Hash 

Algorithm 1 (SHA-1) and Triple Data Encryption Algorithm 

(3DES) [3]. It proved by [8] which conducted a research-based 

exploit that targeted and attacked Chrome built-in password 

manager and LastPass Chrome Extension, a well-known third-

party password manager application, by utilizing Spook.js 

under the Ubuntu operating system. As a result, as 

demonstrated in the research, Spook.js successfully leaked the 

credential auto filled by the Chrome password manager without 

needing any user action, whereas LastPass only decrypts 
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passwords when credentials must be filled into a website while 

keeping all usernames in memory in readable text [8]. 

 

4. Research Aims and Objectives 

4.1 Aim 

The aim of this study is to safeguard the user’s password 

credential and allow the user to manage and preserve their 

password on a web browser in a secure environment by utilizing 

a third-party extension. 

 

4.2 Objective 

i. To design the third-party password manager extension 

to store the username and password. 

 

ii. To implement a data tokenization service to store the 

browser password. 

 

iii. To allow users to synchronize their passwords across 

devices by storing the password credential in a cloud 

database. 

 

iv. To allow user to access the password credential that 

had been stored in the password manager extension 

through master password 

 

5. Research Significance  

The findings from this research would make some contributions 

to the browser environment’s password management as it will 

reduce the chance of password credential being leaked and 

pwned. Additionally, it also helps the user memories those 

difficult and strong password. With this browser password 

manager, the user can create a stronger and longer password 

without affair of forgetting the password. Yet, even if the 

tokenization vault being leaked, the attack will only get the 

tokenized password credential, which carry no meaning. 

Therefore, by using this browser password manager, it can 

reduce the user using the reused password. 

 

6. Methodology 

7.1 Sampling Method 

This study will use the stratified sampling method of probability 

sampling since the data will be collected through a survey and 

disseminated throughout the Klang Valley zone. Therefore, it 

will be huge number of respondents. With the stratified 

sampling, the research is able to manage the distribution of a 

survey sample in terms of factors that define the strata as the 

data will be collected and divided into smaller group based such 

as concern of browser password manager and manually 

memorized password [24]. As stated by the study of [25], the 

stratified sampling method provide permit meaningful 

subgroup analyze. Therefore, with implementing the stratified 

sampling, the research can inspect collected data’s attribute of 

browser password manager in a more effective and visualize 

way. 

 

7.2 Identify Respondents 

Users who use the browser without utilizing a password 

manager or who use a password manager, such as the browser's 

built-in or a third-party extension password manager, are the 

target audience for this survey. Google Chrome, Mozilla 

Firefox, Safari, Microsoft Edge, and Opera are among the 

browsers available. By getting this targeted audience’s 

feedback, it can help this project in term of what are the 

audience main concentrated on, is either the password security 

or the convenience of the password manager. 

 

7.3 Data Collection Method  

In this study, the researcher will be conducted a survey, and the 

number of targeted audiences will be 100 and will be conducted 

based on Klang Valley zone. The questionnaire will be 

distributed by using the self-administer method, which the 

questionnaire will be sent out through using the email, social 

media such as Instagram, Facebook and WhatsApp. The 

questionnaire will be divided into 3 sections and approximate 

10-question will be developed and the survey will be collected 

in a closed-ended question with 5-point Likert scales, yes and 

no. The 3 sections include the general basic information such as 

gender and age, the behavior of storing password and the 

attitude toward the browser built-in password manager. By 

conducting the survey, the researcher may understand the 

audience’s account security, current password behaviors in 

term of will the audience reuse the password to the other 

website, and the opinion toward to password manager. All in 

all, before handling the questionnaire out to the audients, the 

researcher will be carried out a pilot test in order to assure the 

quality of the questionnaire through the criterial of, is the 

question that had been asked is easy to understand, 

straightforward and is the researcher will get the expected 

answer from the audients. 

 

  



Vol. 4 Special Issue. 1 

                                                                    International Journal of Data Science and Advanced Analytics (ISSN: 2563-4429)  

 

 

240 

 

 
7. Overview of the Proposed System 

 
Figure 5: Activity Diagram for Tokenization Password Manager 

Figure 5 show that the activity diagram for the password 

manager by using the tokenization techniques to create and save 

the username and password in the tokenization vault. While the 

password manager system detected that the user is visiting the 

login page, and the cursor is clicked the text field of username 

or password, in backend system will check is the website URL 

exist. If yes, the system will appear the option pop box for user 

to allow the user to choose whether to allow the password 

manager system to auto fill up the password. If the user chooses 

to use the password manager’s password credential the backend 

of the system will de-tokenize the tokenize password credential 

and help the user to fill into the textfield. After the system help 

to input the password, the user is required to click the button 

and the system will check is the website exist in the vault again. 

If no, the system will ask is the user wanted to store the 

password into the tokenization vault. Once the user clicks yes, 

the system will tokenize the password credential and save it into 

the vault. 

 

8. Conclusion 

All in all, the according to the research that had been conducted, 

it show that the hashing and encryption method can be easily to 

attack, which this encryption method is highly utilize in the 

browser build-in password manager. Therefore, the proposed 

browser password manager will implement the tokenization 

technique to store the password credential into the cloud 

password vault. With the cloud password vault, the user is able 

to synchronize the password across the devices. On top of that, 

it also helps the user to prevent reused password across the other 

website platform. In term of the future research, instead of 

accessing the password credential via entering the master 

password manually, the system could implement the OTP or 

2FA feature as acted as another layer of the security. 
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