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Abstract - In the event of a cyberattack, it might cause care 

to be disrupted owing to software breakdowns. The 

inability of healthcare workers to deliver proper care may 

be hampered by the loss of access to health records. This 

proposal reviews previous studies and discusses what the 

current healthcare system looks like, blockchain 

technology, and other similar systems to understand what 

can be learned and drawn from. The aim of this research 

is to implement Blockchain Technology to the healthcare 

industry in Malaysia to enhance the cybersecurity of the 

healthcare system, thereby reducing the number of cyber-

attacks in the healthcare sector. This study utilizes a 

quantitative methodology, with respondents chosen using 

complex probability stratified sampling method to gather 

data. Aside from that, this proposal describes how surveys 

and case study evaluations aid in the identification of 

various system specifications.  

Index Terms - Blockchain technology, healthcare, COVID-

19, cybersecurity 

1. Introduction 

Over the years, cyberattacks such as malware, phishing, 

man-in-the-middle (MitM), denial-of-service (DOS), or 

ransomware have caused numerous impacts such as data 

breaches, system paralyze, etc. One of the most high-

profile cyberattacks of the past few years was the 

Universal Health Services (UHS) attack in 2020, in 

which a total of 400 hospitals and health facilities in the 

US and UK were cut off from accessing patient’s health 

records, lead to ambulances being diverted and patient 

care was delayed. The cyberattack not just wiped-out IT 

systems, however still disabled the phone systems, and 

this cyberattack cost a total of 67 million dollars. In 

addition, in September 2020, one of the victims of the 

cyberattacks was the Dusseldorf University Hospital, 

Germany, which was compelled to refuse patients 

seeking treatment in the emergency room. As a result of 

delay in receiving treatment, a patient with a endanger 

life condition died after being transferred to a facility an 

hour away from the hospital [17]. Since cyberattacks on 

healthcare sector are still on the rise, appropriate 

solution needs to be implemented to avoid a gradual 

increase in cyberattacks. Approximately 83% of the 

devices used in healthcare sector nowadays run an 

obsolete and insecure operating system, with the 

majority of 56% running Windows 7 while the rest 27% 

including Windows XP or earlier and unsupported 

Linux version [7].  In contrast, only 11% of operating 

systems currently run Windows 10, while with the 

remaining 6% run between Linux and Windows 8. As a 

result, most systems which are running medical devices 

are vulnerable to hacking. [7], noted that the end of 

Windows 7 support as well as the absence of promptly 

upgrades comes at a time when the amount of stolen 

medical records is significantly increasing year after 

year. Thus, this study aims to provide implement 

Blockchain Technology to the healthcare industry in 

Malaysia to enhance the cybersecurity of the healthcare 

system, thereby reducing the number of cyber-attacks in 

the healthcare sector. 

This proposal will consist of several sections: section 2 

includes the background to the research topic, reviewing 

research papers conducted by other industry experts, 

which will be utilized as the foundation of the project. 

Section 3, the problem statement, which will further 

shed a light on, and with section 4 outlining the purpose 

and objectives of this study. Additionally, in section 5, 

we will examine what influence and improvement can 

be brought to the healthcare sector using the findings of 

this proposal. Section 6, we will talk through the 

proposed methodology for providing data to this 

research, and finally, there will be an overview of the 

proposed system. 

2. Research Background / Literature Review 

 

2.1 Blockchain Technology 

Blockchain is a distributed public ledger database 

maintained by a network of authenticated participants or 

nodes as well as holds unchangeable blocks of data 

which may be exchanged securely without interposition 

of a third party. Data is maintained and stored through 

cryptography signatures as well as consensus algorithms, 

which are enacted as key enablers of its application. This 

data preservation capability is a key driver for the use of 

blockchain in healthcare [15], where large amounts of 

data are to be exchanged and distributed widely [16]. In 
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accordance with [28], blockchain can be classified into 

four structures, which is public, private (or managed), 

consortium and hybrid. Moreover, blockchain is 

safeguarded by “proof of work” scheme dictating that 

this hash should satisfy several difficult-to-attain 

properties, namely with a specified numeral of leading 

zeros, a numeral that might raise or reduce relying on 

how rapidly blocks are constructed [20]. To attain this, 

participants add on a nonce, which is simply a random 

number, to the block and attempt to discover the right 

hash by altering the nonce between attempts to construct 

a block with a hash that satisfies “proof of work” 

requirements [4]. Once such a block is generated, it 

might be sent to the network, which then accepts the 

block, adds on to the chain of blocks, and then begins 

producing new blocks of data. As stated by [24] and [4], 

mining is the procedure of packing data into blocks and 

executing “proof of work”, each block includes a 

reference to the prior’s block hash. Therefore, if there 

are any modifications in a prior block, the modification 

will concatenation via the blocks list, giving them brand 
new and erroneous hashes. As summary, healthcare 

sector is an ideal candidate for blockchain technology as 

it can address key problems such as automated claim 

validation as well as public health management [19]. It 

allows patients to own data as well as determine who to 

share it [8], thus addressing current concerns about data 

ownership and sharing. Simultaneously, it enables 

relevant institutions to unify, update, securely 

interchanged, as well as access data records in a 

seasonable manner using consensus protocols [2]. This 

is a crucial benefit of blockchain technology for 

healthcare applications, as current existing practices 

necessitate data to be stored with a third party [10]. 

Eventually, it has the potential to bring transparency to 

the data management processes meanwhile decreasing 

the likelihood of improper handling or misuse data by 

hackers. In addition, several researchers also pointed out 

that one of the key challenges of Blockchain technology 

is scalability, as stated in [29] and [3] and there are 

several researches that find the best scaling solutions for 

blockchain and classify them by level.  As researchers 

concur the validity of utilizing blockchain technology in 

the cybersecurity sector, it is only fitting that experts 

apply blockchain technology in the new and current 

industries worldwide. As Healthcare systems grow more 

vulnerable to attack in the recent years, experts agree 

that this technology can and should be applied in the 

current Healthcare systems to upgrade and sustain 

security. Upon reflection, best practice is forfeiting 

electronic health records with a public setting to allow 

contributes to append and amend on health records.  

 

2.2 Current Healthcare System 

Healthcare system, in the context of this paragraph, 

refers to the institutions, people, and resources involved 

in providing health care to individuals. Current 

healthcare is being governed by private and public 

companies, which employ a medium standard of 

security for the systems deployed in their hospitals and 

clinics. In the recent years as Covid-19 struck, the 

healthcare systems worldwide were struck with an 

overwhelming wave of patients requiring care and 

treatment, and with the overwhelming requests and 

demand, some more violent patients resorted to 

attacking the hospitals to acquire the care they need in 

malicious ways [12]. These recent attacks made it clear 

to hospital officials how vulnerable their systems really 

are [14]. Additionally, to make the process of storing 

and keeping patient files easier, recent healthcare 

systems transformed their patient files into digital and 

converted them to e-files, stored electronically on clouds, 

online storage, and computer desktops. In the 

meanwhile, more attacks occur on the current healthcare 
systems due to the sensitivity of personnel and patient 

files. This only makes it more dire of a situation that 

deems an upgrade of the healthcare systems security 

more necessary. 

 

2.3 Similar System  

Tangle is the Direct Acyclic Graph Tangle (DAG) 

consensus algorithm used by Internet of Things 

Application (IOTA). To send an IOTA transaction, two 

preceding transactions received must be validated. As 

more are added to Tangle, the two-for-one, pay-it-

forward consensus reinforces the validity of transactions. 

Since consensus is established by transactions, if 

somebody can generate one-third from the transactions, 

they could persuade the remainder of the network that 

an ineffective transaction is effective [9]. Up till there’s 

sufficient transaction volume which creating one-third 

from the volume becomes impossible, IOTA sort of like 

“double-checks” all network transactions on a central 

node named “the coordinator”. Based on IOTA, “the 

coordinator” works as a training wheel for the system 

and would be detached once Tangle is large enough [22]. 

In accordance with [6], Tangle has greater scalability 

and fluidity, it scalable data unit let the technology to 

transfer training bits of data as well as process micro-

transactions. Hence in this technology, transactions are 

processed remarkably fast. However, the main 

drawback of this technology is that it still developing 

and testing, thus it is less undependable [21].  
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Figure 1: Tangle [21] 

Source: https://sci-hub.st/10.1109/ICOSST.2018.8632193 

Hashgraph is a consensus approach which provides 

dissimilar approach to distributed ledger technology. It 

uses alike information sharing and detection techniques: 

one of the network participants is required to share all 

its transaction information with numerous other random 

selection network nodes [1]. In addition, the following 

node would be merging the incoming information along 

with information received from other participants, and 

any whichever information regarding new transactions 

will be added. This collection of aggregated information 

would then be transmitted on to the upcoming randomly 

chosen node up till all participants are aware of the 

information produced at the start [25]. However, not just 

the transaction information itself, but also a timestamp 

is passed on, as well as information regarding the prior 

recipients of the information is shared.  

In accordance with [25], Hashgraph has only been used 

in private settings, as a private distributed ledger. If 

Hashgraph used in a public setting, it might encounter 

alike challenges as other public distributed ledger 

systems, mainly in terms of security and manifestation. 

More crucially, it is a patented technology but not an 

open source. Therefore, there are still numerous details 

regarding remain unknown to the crypto developer 

community, and a decisive verdict on its dependability 

is unlikely. 

 

Figure 2.0: Hashgraph [25] 

Source: 

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3144241 

The table below shows comparison between systems: 

 

 

 

Criteria  Tangle  Hashgraph Proposed 

system 

Architecture  DAG DAG  Linked List 

blocks 

Applications Iota Swirlds  Bitcoin 

Copyright Open source Patented Open source 

Maturity  Experimental  Experimental  Many 

implementations 

Security  Low High High 

 

Table above shows key differences between the 

proposed system, Tangle and Hashgraph. The 

architecture used in Tangle and Hashgraph is the same, 

namely directed acyclic graph (DAG), while the 

proposed system used linked list blocks. The reason 

Blockchain is used is because it offers a single 

transaction layer where healthcare workers can submit 

as well as share data in a secure manner, through storing 

a concrete set of standardized data on the chain, along 

private encrypted links to respectively stored 

information, for instance; radiographic. Other than that, 

under applications criteria Tangle uses IOTA, while 

Hashgraph uses Swirdls and the proposed system uses 

Bitcoin. According to [1], one of the limitations of IOTA 

is synchronization problems, while Hashgraph and the 

proposed system does not have such problems. It is 

essential to have updated electronic health record in 

healthcare sector, as this ensures the most accurate 

representation of health record when is needed. Without 

regular synchronization, this can bring outdated 

information when they need it most, and in a healthcare 

sector, the latest health records can be a life-or-death 

situation. Unfortunately, healthcare workers don't 

always have time to update every piece of information 

in person during their shift hours. 

The copyright of Hashgraph is patented compared to 

Tangle and proposed system which is open source. Since 

Hashgraph are based on a patented algorithm owned by 

Swirlds, any new Hashgraph initiative will depend on 

Swirlds. Moreover, compared to Tangle and Hashgraph, 

which are still experimental, the maturity of the 

proposed system is many implementations, therefore, it 

will be much more reliable. Last but not least, 

Hashgraph and the proposed system have higher 

security compared to Tangle. This is because Hashgraph 

has been shown to be fully asynchronous Byzantine 

Fault Tolerance (aBFT), which is the gold criterion for 

distributed systems security, and for the proposed 

https://sci-hub.st/10.1109/ICOSST.2018.8632193
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3144241
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system, the data cannot be altered or tampered with 

unless both sides who produced the transaction block.  

 

3. Problem Statement 

Healthcare organizations are among the most vulnerable 

to cyber-attacks during the Covid-19 pandemic, with a 

fivefold rise in cyber-attacks during the pandemic [26]. 

Since 2016, healthcare organizations have been the 

target of more cybersecurity assaults than the financial 

industry, according to [27]. One possible explanation for 

the increase in cyber-attacks is that the health sector has 

shifted its focus from systems and practices to their core 

job of conveying healthcare in arrange to save lives, and 

attackers are exploiting the COVID-19 pandemic to 

launch a series of cyberattacks against healthcare 

organizations [11]. However, attackers could take 

advantage of anything they can get their hands on e.g., 

patients electronic health record. In more regrettable 

case scenarios, ruthless and unethical attackers target 

healthcare segment to misuse medical resources and 

restrict access to key care systems, potentially resulting 
in deaths [13]. As the healthcare industry falls well 

behind others in terms of cybersecurity. Implementing 

Blockchain Technology would improve health 

information security by safeguarding patient data across 

decentralized peer-to-peer networks and setting the 

patient at the heart of the system. Due to the Covid-19 

epidemic, it is critical to implement the latest 

cybersecurity technology before it has major 

consequences on patient wellbeing. 

 

4. Aim and Objectives 

4.1 Aim 

The main aim of this research is to implement 

Blockchain Technology to the healthcare industry in 

Malaysia to enhance the cybersecurity of the healthcare 

system, thereby reducing the number of cyber-attacks in 

the healthcare sector. 

 

4.2 Objectives 

❖ To provide an interoperable electronic health 

record using a secure system and, 

 

❖ To secure medical supplies and trace the path 

of pharmaceutical supplies in complete 

transparency. 

5. Significant of The Research 

The healthcare system has never been more necessary 

today, mostly since the onset of the 2020 Coronavirus 

(Covid-19) pandemic. Cyberattacks against the 

healthcare sector have also surged significantly, putting 

frontline healthcare workers under constant pressure and 

demands on their jobs. By deploying this technology, 

frontline healthcare workers can focus entirely on saving 

the lives of their patients without concerning about the 

security of health information as blockchain technology 

securely encrypt patient data such as medical records. 

Thus, this can significantly reduce the likelihood of 

attackers launching a series of cyberattacks and 

exploiting medical resources during a global disease 

outbreak. 

6. Methodology 

The research method for the data collection of this 

research is mainly survey and reviewing case studies. 

The survey will be carried out to gather quantitative data, 

which permits respondents to provide more precise and 

unambiguous answers than qualitative data, which may 
limit their capability to communicate their answer more 

precisely. Respondents would also be less perplexed 

about how to answer the questions. The population 

surveyed will be at several hospitals in Kuala Lumpur, 

Malaysia and involve a total amount of 100 respondents. 

Alternative data collection methods such as interviews 

would be difficult to obtain due to the large number of 

respondents involved, due to their irregular working 

hours and busy schedules of healthcare workers. 

Therefore, a convenient and quick method is considered 

necessary. Respondents are selected by applying 

complex probability stratified sampling method, which 

means that data will be collected by dividing all the 

healthcare workers into subgroups by department, which 

is coronary care unit, nursing administration, and 

medical records department, and the individuals from 

these subgroups were randomly selected to form a 

sample. This sampling method was chosen to lessen the 

possibility of human bias in the selection of cases to be 

comprised in the sample [23]. Thus, it is easier for 

researchers to conduct research, as subgroups are well-

defined and non-overlapping. The data gathered from 

these samples should help us visualize the cybersecurity 

concerns of most healthcare workers, since no 

healthcare sector can remain invincible from a 

cyberattack.  

 

6.1 Survey 

The survey is to be conducted using online survey tools 

such as Microsoft Form, Google Form, SurveyMonkey, 

and the targeted respondents are those who work in 
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industries that are vulnerable to cyberattacks, such as 

doctors and nurses. These individuals were chosen as 

respondents as they are the prospective victims of 

cyberattacks. Therefore, the questions primarily concern 

how comfortable respondents are with this type of 

technology, what actions respondents would take to 

prevent a cyberattack from occurring, initial security 

assessment and such.    

To analyze and interpret the data collection, diversified 

techniques could be utilized. Once all the data has been 

collected, it is time to interpret it. This could be done 

using statistical analysis, and various software packages 

can be utilized to perform statistical analysis to 

accelerate the process. One such software is SPSS, a 

software that can be used to produce tabular report, 

charts, graphs of distributions and trends, descriptive 

statistics like mode, mean, median, frequency, and more 

intricate statistical analyses like regression models [5]. 

In addition, statistics assists us in converting 

quantitative data into helpful information to aid in 

making decision, and it can be utilized to sum up data, 
describe patterns, relationships, as well as connections. 

Therefore, statistics could be either inferable or 

descriptive. Descriptive statistic aid with data 

summarization, however inferable statistic significantly 

differs between groups of data [18].  

 

7. Overview of The Proposed System 

 

Figure 3.0: Use Case Diagram for roles in Blockchain 

Figure 3.0 shows the use case diagram with various roles 

of participants and their interactions. The roles in the use 

case diagram are:  

1. Patients  

This user can control over who has access to 

their data, thereby reducing the likelihood of 

data theft. It also guarantees better diagnosis of 

diseases and provides them with information 

about their healthcare history. 

 

2. Healthcare providers 

This user will be able to access to their patients’ 

health data history and update their health 

records. Since, Blockchain can allow 

healthcare providers real-time visibility into 

the patient’s longitudinal record, allowing 

them to make optimal decisions as well as 

permitting every participant to integrate the 

systems without worrying regarding privacy 

and security concerns. 

3. Pharma 

This user can access drug supply chain, as this 

is the relevant section for the user. 

Blockchain technology protects the integrity of 

the data as this is a key part of supplying 

patients with their medication. Protecting the 

integrity of this data is key to the integrity of 

the whole patient handling process. To enforce 
the rule of least privilege, pharma has access 

only to this data to complete their duties and no 

more information that required.  

 

Figure 4.0: Process of healthcare data management in Blockchain 

Figure 4.0 depicts the process of healthcare data 

management in blockchain in 7 steps. In step one, main 

data is produced with the interplay between a patient and 

the doctor. This data comprises medical history, present 

issue, as well as other physiological data. Moving on to 

step two, an electronic health record (EHR) is created 

for every patient utilizing the main data gathered in step 

1. In addition, other medical details such as those 

generated from nursing care, medical imaging, as well 

as medication history are also comprised inside 

electronic health record. Moreover, in step three, a 

particular patient who owns the ownership of sensitive 

electronic health record, as well as customized access 

control is specified only for the proprietor of the 

property. Anyone who wish to access such privacy data 

will have to seek for permission which is forwarded to 

the electronic health record proprietor, and the 



Vol. 4 Special Issue. 1 

             International Journal of Data Science and Advanced Analytics (ISSN: 2563-4429) 

 

57 
 

proprietor then determine to whose access will be 

allowed. In the fourth, fifth and sixth steps, these 3 

processes are the heart of the entire process comprising 

database, blockchain, as well as cloud storage. The 

database as well as cloud storage store the data in a 

decentralized way, and blockchain provides high 

secrecy to guarantee customized genuine user access. 

Ultimately, in the seventh step, healthcare providers 

such as hospitals are the end user who seek to obtain 

access for a secure care delivery that would be 

authorized by the proprietor. For instance, regardless of 

where patients are received treatment around the world, 

patients’ health record would be usable and accessible 

on their mobile phone, as well as verified through 

distributed ledger like blockchain, which healthcare 

providers will proceed to add on as time passes. 

8. Conclusion 

In this proposal, we examined how the proposed system 

theoretically secures the healthcare system, with 

hacking would be finite by the requirement to attack 

every user one by one to gain sensitive data. As a result, 
proposed system can offer an unchangeable audit trail of 

health data. Future works include enhancing the 

technology by building secure smart contracts like 

altering traditional healthcare sectors as well as their 

business process by automating contractual terms of 

protocol in an automation way. Additionally, merging 

blockchain and artificial intelligence (AI) could enhance 

fuel efficiency in healthcare data analytics. Ultimately, 

future work should also be considered to improve the 

scalability of blockchains. 
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