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Abstract— This research is to provide the solution on protect
smartphone users from cybercrime. The issue to overcome is
during covid-19 pandemic, the cases of cybercrime to smartphone
users has increase with significant percentage compared to before
covid-19. Stratified sampling will be used in this research and it
categorized with the characteristic of the operating system like
android and iOS, the data will be obtained through online survey.
Human behavior has changed from physical working, physical
classes, purchasing groceries, physical meeting and etc. to online
based during pandemic. Where this behavior increases the
chances of being attacks. Hence, the proposed system will help to
enhance the security of smartphone, raise the awareness of
protecting self-property and reduce the chances of being a victim
of cybercrime.

Index Terms— Security, Smartphone, Cyber Crimes, Covid-19

1. Introduction

In today’s generation, almost everyone use smartphone on daily
basis. Smartphone invented on 1992 [1]. Since then, cybercrime
has tied with smartphone due to smartphone can be use with
multi-purpose [2]. In December 2019, SARS-CoV-2 as known
as Covid-19 cause the pandemic worldwide. Hence, work from
home is necessary for most of the companies to operate their
business [3].

2. Literature Review

2.1. Research Domain
2.1.1. Smartphone

In countries all over the world, the used of smartphone have
enable disruptions into everyone’s daily life for messaging,
browsing information, listening music while transport and
many more [4]. Many cities in the world have officially
invented their digital wallet, digital government, smart city and
more to come in future [4]. In China, cash is almost no longer
existed with most of the transactions performed through
smartphone with digital wallet. According to a data collected
by Hillhouse Capital in 2016 Alipay has 54 percent and WeChat
has 40 percent, total 94 percent payment in the market are used
digital payment [5]. Digital payment with smartphone certainly
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brings benefits such as convenient, reduce the chances of being
robbed, every transaction will be recorded for references,
reduce the chances of counterfeit exist in the market and etc.

[6].

Online shopping, fund transfer, digital wallet, social media and
etc. all requires sensitive information such as real name,
address, identification number and others [7]. Smartphone
allowed users to download application that mentioned above to
perform series of activity with convenient way [4].
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Figure 1:Percentage of Owning smartphone around the world [8]



Vol. 4 Special Issue. 1

International Journal of Data Science and Advanced Analytics (ISSN: 2563-4429)

Research conducted by Laura Silva are shown in figure 1, she
is a senior researcher in Paw research center. Her research
shows the percentage of owning a smartphone in a country.
Those numbers in the figurel indicates the numbers of peoples
having smartphone is significate compare to those does not
have a smartphone [8].

SARS-CoV-2 strikes the world on December of 2019, it causes
locked down in most of the country around the world [9].
Quarantine became one of the solutions to stop the outbreak of
covid-19, therefore the usage of smartphone has increase while
stay at home [10].

2.1.2 Cyber-crime During Covid-19

Cybercrime has been evolving since the use of internet been
widely used at worldwide [11]. During covid-19 pandemic, it
causes most of the people and organization has to depend on the
unsafe internet in most of the aspects [12]. Therefore,
cybercrime has increase with the changed of life style that
depended with internet.

According to Raghad Khweiled, Mohamad Jazzar and Derar
Eleyan research, cyber-crime has increase 19.06% on phishing
campaign and DDoS has increase 27.1% in between first half
of 2019 to 2020. Contrast, ransomware attack has decrease
68.4% from the same time being examinate with the other two
crime mentioned above. The figure will be shown below:

Cybercrime Count in 11 of 2019 Count in 11 of 2020 Relative change (%)

Figure 2: Comparison of cyber-crimes in first half of 2019 and first
half of 2020 [12]

According to the articles, the rise of cyber-crime during covid
has significant increase and huge number of peoples has their
own smartphone todays. The increases of the cyber-crime show
the current smartphone system and the applications is not good
enough to stop the attackers. Therefore, it is necessary to have
an automated malware and suspicious activity scanner
application to reduce the number of victims in future and
enhanced the security of smartphone.

2.2. Similar Systems
2.2.1 Similar system 1 — Bitdefender

Bitdefender mobile security is created by Bitdefender where it’s
founded in Romania in the year of 2001 [13].

Bitdefender mobile security is a subscribed based application
for one smartphone device to get the protection [14]. It requires
certain requirements while installing such as android version
5.0 or later and active internet connection [14]. However,
Bitdefender mabile security does not support 10S devices.

2.2.2 Similar system 2 — TotalAV Antivirus

TotalAV antivirus is created by TotalAV and it’s founded in
United Kingdom in 2016 [15].

Antivirus pro is a subscribe based for up to 3 devices and it
support both android and iOS devices. It requires android
version 5.0 and later, iOS version 9.3/iPadOS 9.3 or later
[16][17].

2.2.3 Comparison Table
Product Name Mobile TotalAV Proposed
Security | Antivirus System

Compatibility Android | Android & | Android &
i0S i0S

Real-Time Yes Yes Yes

Scanning

Manual Virus | Yes Yes No

Scanning

2417 Active | No No Yes

Automated

Scanning

Smartphone No Yes Yes

Optimizer

Parental Control Yes No Yes

Anti-Spam Yes No Yes

Email Protection Yes No Yes

Chat Protection No Yes Yes

Adware No Yes Yes

Prevention

Price(annual) $29.99 $19 Free

Support multiple | No Yes, upto 3| No

devices with one Device

subscription

Table 1: Comparison between similar systems and proposed
system
Table 1 shows the comparison between two similar system and
proposed system. The special features and capability of each
application are listed
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3. Problem Statement

In daily life, most of the people consider smartphone as one of
the daily important accessories, where it became a smartphone
addiction for most of the people. [18]. During covid-19
pandemic, the usage of the smartphone has increased due to
peoples has more free time at home [19]. Therefore, the
cybercrime that related to smartphone has increase significantly
due to the time spent online has increased for most of the
peoples and the awareness has decrease due to peoples rely on
online shopping. The personal information has been added to a
lot of online platforms. Thus, it increases the percentage of leak
of personal information [20].

4. Research Aims & Objectives

4.1 Aims

The aim of this research is to propose an effective automated
malware and suspicious activity scanner application to enhance
the security on smartphone to against cybercrime.

4.2 Objectives

I To develop a Malware scanner or detector application
and perform scanning and detection from the
database.

Il To prompt alert for suspicious permission needed for
certain application

1. To constantly prompt users to check suspicious
application and the permission.

5. Research Significance

This research will ensure that a solution is provided into helping
on reducing the cybercrime through smartphone and obtain the
awareness on protecting self-property. Smartphone users will
gain the benefits on enhancing the security of their personal
information and self-property from cybercrime during and post
covid-19 pandemic. This prevents smartphone users as one of
the victims of cybercrime such as scam, identity theft,
blackmailing, phishing and more. The solution to overcome the
existing issue is to create an automated malware and suspicious
activity scanner application, an enhanced version compares to
existing application that required users to manually click and
run the application to scan their smartphone.

In additions, this research will help to raise the awareness of
smartphone users to identify the cyber threats while using
smartphone. Also, the data been collected by the application
will help to improve the accuracy and speed of detections of
threats

6. Research Methodology

The target users of the proposed system in this research are
smartphone users that wants to had a secured smartphone
environment.

Stratified sampling will be used as the sampling method in this
research. The purpose of using stratified sampling is because it
will get numerous of responses around the world. In Stratified
sampling, the respondents will be divided in to strata and it will
categorize based on the characteristic. In this research the
characteristics will be based on the android and iOS. The
method of collecting data will be sending out survey through
online. Open and closed ended question will be provided in the
survey.

7. Overview of the Proposed System
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Figure 3: Automated Malware and Suspicious Activity Scanner
Application Use Case Diagram

In figure 3 shows the use case diagram of proposed system.
Users have to download and install application from either play
store if using android device or Appstore if using iOS device.
After the installation process is done, users have to register an
account for login. The registration progress requires users to
bind their email with the particular account and the verification
email will be sent at the end of the registration progress to
ensure the email is validate and prevent impersonator access. If
the users already have a registered account after installation, the
login option is available. User login also required email
verification to prevent unauthorize access or brute forced
attack. Email verification can enhance the security of the
account and it act as multi-factor authentication to protect users
from being attack or hacked.

After login process, users are required to give permission to the
application access smartphone’s run-in background, storage,
contacts, file and media, location, SMS, and any required
permissions. Users also can modify the permission after give
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the access but it will certainly affect the application runs
smoothly. The reason of requiring permission is to make sure
the application works as the way it designed.

After all the setting has configured correctly, users can use the
smartphone as normal. Once suspicious activity or malware has
been detected, the application will rise alert to notify users.
Users has two options on the alert. First option, users can take
proper action such as delete the malware or take a deeper look
on suspicious activity. Second option, users can choose to
ignore the alert but it will increase the vulnerability of the
smartphone except one circumstance that users is acknowledge
on the alert is not harmful for the smartphone.

8. Conclusion

In conclusion, this research shows the rise of cyber-crime on
smartphone during covid-19 due to the behavior of humans has
to adapt with the serious disease now. Which the changed of
behavior cause number of people became a victim of
cybercrime. Users of smartphone can use the proposed system
to enhanced the security of their smartphone and rise some
awareness on new type of cyber-crime.
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